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“The [Family Educational Rights and Privacy Act] FERPA Safeguarding Recommendations recognize that no system for maintaining and transmitting education records, whether in paper or electronic form, can be guaranteed safe from every hacker and thief, technological failure, violation of administrative rules, and other causes of unauthorized access and disclosure. Although FERPA does not dictate requirements for safeguarding education records, the Department encourages the holders of personally identifiable information to consider actions that mitigate the risk and are reasonably calculated to protect such information. Of course, an educational agency or institution may use any reasonable method, combination of methods, or technologies, taking into consideration the size, complexity, and resources available to the institution; the context of the information; the type of information to be protected (such as [Social Security numbers] SSNs or directory information); and methods used by other institutions in similar circumstances. The greater the harm that would result from unauthorized access or disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, the more protections an agency or institution should consider using to ensure that its methods are reasonable.”  FPCO Letter to Tobias (May 8, 2015).

“As explained in the FERPA Safeguarding Recommendations, one resource for administrators of electronic data systems is ‘The National Institute of Standards and Technology (NIST) 800-100, Information Security Handbook: A Guide for Managers’ (October 2006). . . . Another resource is NIST 800-53, Information Security, which catalogs information security controls. . . . Similarly, a May 22, 2007, memorandum to heads of Federal agencies from the Office of Management and Budget requires executive departments and agencies to ensure that proper safeguards are in place to protect personally identifiable information that they maintain, eliminate the unnecessary use of SSNs, and develop and implement a ‘breach notification policy.’ Although directed towards Federal agencies, this memorandum may also serve as a resource for educational agencies and institutions.”  FPCO Letter to Tobias (May 8, 2015). 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or institution that has experienced a theft of files or computer equipment, hacking or other intrusion, software or hardware malfunction, inadvertent release of data to Internet sites, or other unauthorized release or disclosure of education records, should consider one or more of the following steps: 
· Report the incident to law enforcement authorities. 
· Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID numbers, credit card numbers, grades, and the like. 
· Take steps immediately to retrieve data and prevent any further disclosures. 
· Identify all affected records and students. 
· Determine how the incident occurred, including which school officials had control of and responsibility for the information that was compromised. 
· Determine whether institutional policies and procedures were breached, including organizational requirements governing access (user names, passwords, PINS, etc.); storage; transmission; and destruction of information from education records. 
· Determine whether the incident occurred because of a lack of monitoring and oversight. 
· Conduct a risk assessment and identify appropriate physical, technological, and administrative measures to prevent similar incidents in the future. 
· Notify students that the Department's Office of Inspector General maintains a website describing steps students may take if they suspect they are a victim of identity theft. . . .”
FPCO Letter to Tobias (May 8, 2015).

“The Safeguarding Recommendations note also that FERPA does not require an educational agency or institution to notify students that information from their education records was stolen or otherwise subject to an unauthorized release, although it does require the agency or institution to maintain a record of each disclosure. 34 CFR § 99.32(a)(1). However, student notification may be required in these circumstances for postsecondary institutions under the Federal Trade Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of Customer Records and Information (‘Safeguards Rule’) in 16 CFR part 314. In any case, direct student notification may be advisable if the compromised data includes student SSNs and other identifying information that could lead to identity theft.”  FPCO Letter to Tobias (May 8, 2015).  

Through the implementation of the member district policies and procedures as outlined in the Legal Framework for the Child-Centered Special Education Process, the member district ensures that the Special Education Eligibility folder is properly and securely maintained as required by the FERPA, Individuals with Disabilities Education Act (IDEA) and its accompanying federal regulations, state statutes and regulations.



[bookmark: _Toc65069399]RCSS maintains the special education eligibility Folders for all member districts in a secure location with locking file cabinets. Folders contain records of each student referred to or receiving special education services, including referral, assessment, and reevaluation reports; enrollment and eligibility forms; admission, review, and dismissal (ARD) and transitional planning committee documentation; individual educational plans (IEP) and individual transitional plans (ITP); parental consent forms for testing and placement; and other records of services required under federal and state regulation.

Cumulative Record Files: Cumulative record files are maintained by each member district.

RCSS will maintain a record, kept with the eligibility file of each student, that indicates all individuals, agencies or organizations that have requested or obtained access to a student’s educational records collected, maintained or used under IDEA-Part B (except access by parents and authorized employees of the RCSS). The records shall include: 
· at least the name of the person or agency that made the request, 
· the date access was given, and 
· the purpose for which the person or agency is authorized to use the records. 
*If parts of the student eligibility folder are maintained in classrooms, access records are required if the folder contains information such as an ARD/IEP report, modification sheet(s), or any assessment reports. 

The record of access will be maintained as long as RCSS maintains the student’s education record. The record of access shall be available only to parents, school officials responsible for custody of the records, and those state and federal officials authorized to audit the operation of the system. 

Access Procedures: The cumulative record and special education legal folder shall be made available to the parent. Records may be reviewed during regular school hours upon request to the appropriate record custodian. The record custodian or designee shall be present to explain the record and to answer questions. The confidential nature of the student’s records shall be maintained at all times, and the records shall be restricted to use only in the of ices of the Superintendent, a principal, a counselor, or Special Education as designated by the appropriate record custodian. The original copy of the record or any document contained in the cumulative record shall not be removed from the school or the Special Education of ice.

Retention Period: Cessation of services + 5 years.

Retention Notes: a) It is an exception to the retention period given for this record group, that the following information must be retained PERMANENTLY in some form on each student in grades 9-12 participating in a special education program: name, last known address, student ID or Social Security number, grades, classes attended, and grade level and year completed. If an academic achievement record is created for the student and maintained among those for students in the regular population, it is not necessary for special education records custodians to maintain the prescribed information beyond 5 years after the cessation of services, provided that it is contained in the Academic Achievement Record. b) Prior to the destruction of any records in this record group, the eligible student or the parents of the student, as applicable, must be notified in accordance with federal regulation

Staff Responsible:  
District Level: Special Education Director
Campus Level: Principal/Office Staff/Diagnostician/File Clerk

Timelines:
· Special education eligibility folder maintained for five years after cessation of services. 
Evidence of Practice: 
· Folder access log
· Referral paperwork
· Copy of ARD Committee reports
· Copy of evaluation reports
· Copy of consents
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