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“The Part B Confidentiality of Information regulations contain many of the same provisions that exist under [Family Educational Rights and Privacy Act] FERPA and some that do not; the Part B Confidentiality of Information regulations apply to participating agencies whether or not the participating agency is an ‘educational agency or institution’ subject to FERPA. For example, all persons collecting or using personally identifiable information must receive training or instruction concerning the State's policies and procedures for ensuring confidentiality under Part B and FERPA, whether or not the persons are educational agencies or institutions. 34 C.F.R. § 300.623(c). This requirement is part of the Secretary's responsibility in accordance with FERPA to ‘take appropriate action . . . to ensure the protection of the confidentiality of any personally identifiable data, information, and records collected or maintained’ by a state or local educational agency pursuant to Part B. 34 C.F.R. § 300.610.”  OSEP Letter to Copenhaver (April 17, 2008).

“The Part B Confidentiality of Information regulations contain many of the same privacy protections that exist in FERPA and, as pointed out in your letter, some that do not exist in FERPA or that go beyond FERPA requirements. . . . The following are among those provisions in the Part B of the [Individuals with Disabilities Education Act] IDEA Confidentiality of Information regulations that have no counterpart in FERPA or that provide protections beyond those provided by FERPA . . . 34 CFR § 300.623, safeguards . . .”  OSEP Letter to Anderson (March 7, 2008).

“The Department strives to maintain consistency in its interpretations of the confidentiality requirements in IDEA and FERPA, each of which governs the disclosure of personally identifiable student information without consent for purposes of enforcement of or compliance with IDEA requirements.”  OSEP Letter to Copenhaver (April 17, 2008).

“Records that identify a student by initials, nicknames, or personal characteristics are personally identifiable information if, alone or combined with other information, the initials are linked or linkable to a specific student and would allow a reasonable person in the school community who does not have personal knowledge about the situation to identify the student with reasonable certainty. For example, if teachers and other individuals in the school community generally would not be able to identify a specific student based on the student’s initials, nickname, or personal characteristics contained in the record, then the information is not considered personally identifiable and may be released without consent. Experience has shown, however, that initials, nicknames, and personal characteristics are often sufficiently unique in a school community that a reasonable person can identify the student from this kind of information even without access to any personal knowledge, such as a key that specifically links the initials, nickname, or personal characteristics to the student. In contrast, if a teacher uses a special code known only by the teacher and the student (or parent) to identify a student, such as for posting grades, this code is not considered personally identifiable information under FERPA because the only reason the teacher can identify the student is because of the teacher’s access to personal knowledge of the relevant circumstances, i.e., the key that links the code to the student’s name.”  73 Fed. Reg. 74831 (2008).

“A class roster or sign-in sheet that contains or requires students to affix their [Social Security number] SSN or non-directory student ID number makes that information available to every individual who signs in or sees the document and increases the risk that the information may be improperly used for purposes such as identity theft or to find out a student’s grades or other confidential educational information. In regard to posting grades, an individual who knows which classes a particular student attends may be able to ascertain that student’s SSN or nondirectory student ID number by comparing class lists for repeat numbers. Because SSNs are not randomly generated, it may be possible to identify a student by State of origin based on the first three (area) digits of the number, or by date of issuance based on the two middle digits.”  73 Fed. Reg. 74845 (2008).

Application Guidance

· Protecting Student Privacy (USDE)
· Protecting Student Privacy While Using Online Educational Services: Model Terms of Service (USDE)

Through the implementation of the member district policies and procedures as outlined in the Legal Framework for the Child-Centered Special Education Process, the member district ensures confidentiality of information as required by the FERPA, IDEA and its accompanying federal regulations, state statutes and regulations.


Records Access
RCSS will maintain a record, kept with the eligibility file of each student, that indicates all
individuals, agencies or organizations that have requested or obtained access to a student’s
educational records collected, maintained or used under IDEA-Part B (except access by
parents and authorized employees of the RCSS).
The records shall include:
· at least the name of the person or agency that made the request,
· the date access was given, and
· the purpose for which the person or agency is authorized to use the records.
*If parts of the student eligibility folder are maintained in classrooms, access records are required if the folder contains information such as an ARD/IEP report, modification sheet(s), or any assessment reports.
The record of access will be maintained as long as RCSS maintains the student’s education
record. The record of access shall be available only to parents, school officials responsible 
for custody of the records, and those state and federal officials authorized to audit the
operation of the system.
Access Procedures: The cumulative record and special education legal folder shall be made
available to the parent. Records may be reviewed during regular school hours upon request
to the appropriate record custodian. The record custodian or designee shall be present to
explain the record and to answer questions. The confidential nature of the student’s records
shall be maintained at all times, and the records shall be restricted to use only in the offices
of the Superintendent, a principal, a counselor, or Special Education as designated by the
appropriate record custodian. The original copy of the record or any document contained
in the cumulative record shall not be removed from the school or the Special Education 
office.
Fee for Copies
No fee may be charged to search for or to retrieve the education record of a student. A fee of $0.10 (10¢) per page may be charged for copies of education records that are made for the parents or students under this procedure, provided that the fee does not effectively prevent them from exercising their right to inspect and review those records. A waiver of fee should be requested in writing. No fee will be charged to search for or to retrieve information.
Consent
For agency planning purposes, informed consent is required each time the outside agency is invited to attend an IEP meeting. In addition, informed consent is required each time an outside agency representative meets with students to present orientation and service eligibility information – if personally identifiable information is being released to officials of the agency. Directory information is not considered personally identifiable.
Custodian of Records: Unless otherwise specified in board policy, the principal is custodian of all records for currently enrolled students at the assigned school. The superintendent is the custodian of records for students who have withdrawn or graduated. The special education director is custodian of all special education records.
Campus Principal will annually train all new and returning campus staff on personally identifiable information. As new staff are employed throughout the school year, the training will be provided. The special education director is responsible for training all central office special education staff. Documentation of the date and persons attending training will be maintained by the campus principal and the special education director.
Each local campus will have a listing of all personnel trained in confidentiality of student records and those who have access to the student records.

Staff Responsible:  
District Level: Superintendent, Special Education Director
Campus Level: Principal 

Timeline: Right to examine-45 days of parent request to examine any records relating to the education of their child
Evidence of Practice:
· Training artifacts 
· List of trained personnel 
· Copy of consent to release confidential information 
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